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Abstract—Hostile spoofing attacks on the global naviga-
tion satellite system (GNSS) receiver increase the risk of
catastrophic consequences to autonomous driving systems.
This article addresses the problem of the vulnerability of the
Kalman filter (KF) under spoofing attack. A state-of-the-art
spoofing attack method based on maximizing the lateral devi-
ation is utilized for verification and analysis. To analyze the
vulnerability in actual road scenarios better, an analytic error
model of the mechanism of GNSS spoofing is derived. Except
for the uncertainty of the initial MSF state, the uncertainty of
light detection and ranging (LiDAR), and the uncertainty of
GNSS, a new factor in spoofing attacks, the update frequency
of different sensors, is investigated in this article, which,
in fact, is a key factor to increase the immunity multisensors’
fusion (MSF) systems. Experiments were performed in a typi-
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cal urban scenario of the KAIST dataset. When the update frequency ratios between GNSS and LiDAR are 1, 2, 5, and 10,
successful spoof attacks can be performed if the standard deviation (STD) of GNSS is smaller than 4, 2.7, 1.1, and 0.7 m,
respectively. Therefore, experiments confirm that the uncertainty of GNSS and the update frequency ratio between LiDAR
and GNSS are critical for spoofing attacks, which provides an indication for designing a defense strategy in the future.

Index Terms— Analytic model, autonomous driving, Kalman filter (KF), multisensors’ fusion (MSF), spoofing attack.

|. INTRODUCTION

HE global navigation satellite system (GNSS) plays an
irreplaceable role in applications such as cell phones,
vehicles, aircraft, and ships [1]. However, GNSS signals are
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fragile, and the vulnerability arises from two aspects. First,
the pseudorandom noise code, the modulation scheme, and the
carrier frequency of GNSS civil navigation signals are fully
disclosed by the interface control file [2], [3], [4]. Second, the
satellite signal propagates over a long distance, so the received
signal is extremely weak (about —130 dBm), which is easily
influenced by intentional or unintentional interferences [5],
[6], [7]. Therefore, the vulnerability of GNSS may lead to
security problems [8], [9]. Under a GNSS spoofing attack,
the attackers broadcast false satellite signals to the target
receiver, intrude into the baseband signal processing blocks of
the target receiver, and then deceive the victim to the wrong
position [10]. Since the implementation of GNSS spoofing is
of low cost, security incidents due to the GNSS spoofing
attack are numerous every year [5], [11]. GNSS spoofing
deserves great attention because of its strong concealment.
Therefore, the research on spoofing and antispoofing of GNSS
has become a hot research topic.

Due to the requirements for cost constraints and posi-
tion accuracy, the inertial navigation system (INS) is
generally integrated with GNSS, and light detection and
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ranging (LiDAR) for position and navigation in the application
of the vehicle localization (VL) systems of autonomous driving
vehicles [12], [13], which can reasonably take advantages
of each sensor and greatly improve the accuracy of the
navigation system. Therefore, a VL system usually establishes
a high-precision and high-reliability MSF framework [14],
[15], [16], [17] to achieve efficient fusion of several dif-
ferent navigation sensors. In recent years, with the rapid
development of the VL system industry, multisensors’ fusion
(MSF) algorithms based on the Kalman filter (KF) model have
been widely used, which can fuse the navigation information
of various sensors through recursive formulas to obtain the
optimal estimation of the state parameters and, finally, achieve
satisfactory position accuracy. Though there are many up-
to-date MSF frameworks, including factor graph optimiza-
tion (FGO) [18], [19], [20], full-source navigation system
(FSNS) [21], [22], [23], [24], resilient position navigation and
timing (RPNT) [25], [26], Al-based Navigation System [27],
[28], [29], and so on, standard loosely coupled KF models
are still popular for MSF localization in the practical appli-
cations [30], [31], [32]. This is due to the high computing
requirement and the high complexity of the latest fusion
algorithms.

The problem of GNSS security is increasingly prominent
in the MSF algorithm. At present, there are numerous types
of research about the generation and identification of GNSS
spoofing signals, such as GNSS time synchronization spoofing
attacks [33], [34], the GNSS standalone average innova-
tion test [35], physical degradations [36], the vulnerability
of GNSS receivers [37], and the impact of target tracking
module [38], [39]. These above methods do not involve
other navigation sensors. Therefore, some related studies pay
more attention to designing spoofing algorithms based on
GNSS/INS integrated navigation systems. A covert spoofing
method is designed to produce counterfeit global position
system (GPS) signals based on tracking control informa-
tion [40]. A graph model is built for a given road network
and enables attackers to derive potential destinations [41].
Correspondingly, many studies focus on defense algorithms.
The innovation-based spoofing detection method is applied
to loosely coupled GNSS/INS navigation systems [42] and
tightly coupled GNSS/INS navigation systems [43]. In addi-
tion, a spoofing detection [44] and an exclusion method [45]
are developed by integrating the INS. These algorithms are
practical for spoof detection in GNSS/INS integrated naviga-
tion systems. If the system integrates more sensors, the defense
algorithms are more efficient, and the spoofing attack is more
difficult to carry out. However, these prior studies are mainly
based on GNSS/INS navigation systems and do not provide
a detailed analysis of the deceptive GNSS/INS/LiDAR MSF
systems, such as the development of the analytic models and
the analysis of the error mechanism.

Distinguishing these existing studies, this article focuses on
the spoofing attack method for the GNSS/INS/LiDAR MSF
systems. Although some factors have been analyzed, such
as the measurement uncertainty [9], the update frequency in
quantifying the error mechanism has not been considered,
which is vital in actual MSF system implementation.

Furthermore, due to the relatively low update frequency of
GNSS in practical applications, whether other navigation
sensors, such as INS and LiDAR, can effectively correct the
errors caused by GNSS spoofing is rarely reported. Motivated
by these questions, this article conducts in-depth research on
the above-unsolved problems, aims to fill the gaps in relevant
fields, provides the basis for the spoofing design method of
the MSF algorithm, and gives suggestions for anti-GNSS
spoofing design.

This article can be summarized from three perspectives.
First, we implement a GNSS spoofing attack and introduce
a concealed GNSS signal spoofing attack scheme. Following
this, we develop an analytical model considering the impact
of different sensors’ update frequency to analyze the error
mechanism of GNSS spoofing behavior. Finally, we use the
information filter to establish a simplified analytical model,
and then, the results are analyzed clearly.

The main contributions of this article are given as follows.

1) The mechanism of the analytic KF model under a GNSS
spoofing attack is presented. Based on the formulas
derived, the influences of INS and LiDAR on GNSS
spoofing are quantitatively analyzed in one GNSS update
cycle. Then, we discovered the main contributing factors
to the positioning error, including the uncertainty of the
initial MSF state, the uncertainty of LiDAR, the uncer-
tainty of GNSS, and the update frequency of different
Sensors.

2) We simplify the filter model appropriately by ignoring
inconsequential parameters and re-establishing the ana-
lytical model via the information filter. Then, we clearly
describe the relationship between these significant fac-
tors and the state error with this analytical method.
We discover that the update frequency ratio between
LiDAR and GNSS is also a primary contributing factor
to the positioning error under a spoofing attack.

3) We perform experiments using real-world trace data to
verify the critical roles of the uncertainty of GNSS and
the update frequency ratio between LiDAR and GNSS,
which have never been verified under a spoofing attack.
Finally, we provide some solutions and directions
based on the analytic models to defend against GNSS
spoofing attacks.

This article is organized as follows. Section II introduces

a loosely coupled GNSS/INS/LiDAR KF MSF algorithm and
a state-of-the-art GNSS spoofing attack process. Section III
derives an analytic model of standard KF considering sensors’
update frequency under a GNSS spoofing attack. Section IV
derives the analytic model of the information filter to simplify
the measurement update process of the standard KF model.
Experiment results verify our conclusions in Section V.
Section VI gives suggestions for anti-GNSS spoofing design.
Section VII provides the conclusions of this work.

IIl. OVERVIEW OF MSF SYSTEM UNDER
A SPOOFING ATTACK
Aiming at the MSF navigation system based on a loosely
coupled KF, this article carries out the research on an
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Fig. 1. VL trajectory changes under an effective GNSS spoofing attack.

aggressive GNSS spoofing attack and explores the influence
of GNSS spoofing on the entire navigation system. Fig. |
describes the change of the VL trajectory under an effective
GNSS spoofing attack.

A. MSF Algorithm of a Loosely Coupled
GNSS/INS/LIDAR KF [13]

In this article, we use the error-state model to establish
the KF state-space model, which has been proven to be
effective in the domain of autonomous driving [13]. Before
establishing the Kalman state-space model, the Strapdown IN'S
(SINS) kinematic equation and the error equation are required
at first, which is introduced in [32]. The SINS state-space
model is then established in the loosely coupled KF, including
the establishment of the state equation and the measurement
equation [46], [47], [48]. The MSF algorithm can fuse the
measurements of GNSS and LiDAR with the gyroscope and
accelerometer signal of the inertial measurement unit (IMU).
Although the update frequency and the navigation precision of
sensors are different, the MSF system can also achieve robust
state estimation results [49].

1) State Propagation: In most loosely coupled integration
systems, the system model of MSF is accurate, and the vehicle
(carrier of the sensors) is operated smoothly, which means that
it can be assumed that only the bias of the gyroscope and
accelerometer needs to be considered [50], [51], [52], [53].
To establish the state equation, the attitude error ¢, the velocity
error ov", the positioning error dp, the accelerometer bias eb,
and the gyroscope bias V” are selected as state variables in
the MSF KF model

x=[¢" o7 e @ '] W

The “east-north-upward” (ENU) geographic coordinate sys-
tem is selected as the navigation coordinate system (n-frame).
We also define the body coordinate system (b-frame), the
Earth coordinate system (e-frame), and the geocentric inertial
coordinate system (i-frame). According to the attitude error,
velocity error, and positioning error equations of SINS, the
state equation of the KF is constructed. For details, please
refer to [30]. Then, a 15-D state equation can be expressed as

X ()15x1 = F (1515 X 0151 + G (D156 W D)6x1 (2)

0615

is the state transition matrix [32]. C} is the direction cosine

matrix from b-frame to n-frame. G(¢)|5x¢ is the state noise
transition matrix, which is only related to C?, so it can be
ignored [49]. W [(wg)r (WZ)T]T is the state noise.
wg and WZ are the measurement white noise of the gyroscope
and accelerometer, respectively.

The system equation of the continuous state-space model is
discretized, and the discretization result can be expressed as

X = Opjr—1Xp—1 + Wiq 3)

where ®y/—1 ~ I+ ((F(t%—1))/f1) is the state transition
matrix, and f7 is the INS update frequency. We assume that
the state noise is white noise, so the mean and variance of the
state noise can be expressed as follows:

EW;] =0
E[W,W]] = Qd;

(4a)
(4b)

where Q is the state noise variance matrix. Jy; is the Dirac
delta function.

2) Measurement Update: The measurement update process
includes LiDAR and GNSS, and the measurement uncertainty
is updated. GNSS can provide position information of the
vehicle, so INS and GNSS’s positioning errors are selected
as measurement parameters

Z; (t)3x1 = Ponss D3x1 — Pins (D3x1 )

where Pins(f)3x1 is the state update value of INS [30],
and Ppgnss(f)3x1 is the measurement of GNSS. Then, the
measurement update equation can be expressed as

Zi (351 = Hg (03,15 X (151 + VE ()31 (6)

where V¢ (t)3x1 is the 3-D measurement noise, and we assume
that it follows the Gaussian distribution. The measurement
matrix can be expressed as follows:

Hg (1)3x15 = [03x6 03] (7N

where 03x¢ is a null matrix and I3x3 is an identity
matrix. The measurement equation is discrete in the actual
GNSS/IMU/LiDAR MSF system, so there is no need for
discretization. Therefore, when there are GNSS values, the
measurement equation of the KF model of the MSF algorithm
can be directly expressed as

Z, = HgX; + VkG (8)

I3x3

where Hg is the measurement matrix and V,? is the measure-
ment noise vector. We assume that the GNSS measurement
noise is white noise, and the state noise is not correlated with
the measurement noise in the system, so the mean and variance
of the measurement noise can be expressed as follows:

E[vf] =0 (%a)
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E [V,? (Vf)T} = Rgoy (9b)

E [wk (VE)T} =0
where R is the measurement noise covariance matrix, which
describes the uncertainty of GNSS measurement values. Jy; is
the Dirac delta function.

Here, the result of LiDAR matching with the HD map
is used as a measurement of the MSF. We applied [13].
Measurement values are the position and heading angle errors,
so positioning errors and heading angle errors of INS and
GNSS are selected as measurement parameters

(9¢)

Zo (1)sn) = [f)LiDAR (H)3x1 — PINs (t)3><11| (10)

B du, (1) — du, (1)
where Pripar(#)3x1 is the measurement of LiDAR, ¢y, (1)
and ¢y, (t) are the heading angle of LiDAR and IMU, and
then, the measurement update equation can be expressed as

Zy ()ax1 = HL (D)4x15 X () 15%1 + VL (D)axi (11

where Vi (¢)4x1 is a 4-D measurement noise, and we assume
that it follows the Gaussian distribution. We unify the mea-
surement values of LiDAR into the n-system so that the
measurement matrix can be expressed

03x6}

016 '

n
H (1)4x15 = [é);f(xzﬁ) C
b
When there is LIDAR measurement, the measurement equa-
tion of the KF model of the MSF algorithm can be directly
expressed as

12
O1x3 ( )

Zy = H Xy + VF (13)

where H; is the measurement matrix and V,f is the mea-
surement noise vector. Assume that the LIDAR measurement
noise is white noise, and the state noise is not correlated with
the measurement noise in the MSF system, so the mean and
variance of the measurement noise can be expressed as

E[VE] =0 (14a)
E [Vk (VJL-)T} — R.dy (14b)
E [Wk (V,f)T} =0 (14c)

where Ry is the measurement noise covariance matrix that
describes the uncertainty of LiDAR measurement values.
dk;j is the Dirac delta function.

In the loosely coupled standard KF, the state estimation
results do not influence the system covariance matrix since
there is no const tuning process [13], so the GNSS spoofing
attack does not lead to the change of the system covariance
matrix [9].

B. State-of-the-Art GNSS Spoofing Attack Process for
MSF System [9]

Due to the anti-interference ability of the MSF system itself,
under the condition of the chi-square test [54], [55], [56], [57]

GNSS spoofing attack[9]

G
GNss P, GNSS spoofing
attack input

Two-stage attack
scheme

Maximizing the

lateral deviation

Find optimal
parameters d and f
. b
pk—» MSF system —
{Bes %00 4}

LiDAR ——4 |
SINS
Fig. 2. lllustration of a state-of-the-art GNSS spoofing attack scheme.

(the MSF system of the vehicle typically has a specific
resistance to outliers), it could prevent temporary or accidental
failures. The innovation of KF can be expressed as

vk = Ly — Hp Xy (15)

where y; is the innovation at epoch k, Zy is the observation,
and Xy is the priority estimated error vector. Under normal
conditions, y; obeys a Gaussian distribution of zero mean,
and its covariance matrix is

Sk = HyPy k-1 H + Ry. (16)

According to the statistical properties of innovation
sequence, the statistics defined by the following equation
follow a y? distribution with m degrees of freedom:

TQ—1 2
Vi Sg vk~ x~(m) (17
where m is the dimension of the measurement vector. The
spoofing detection can be summarized into a hypothesis test
as follows:

Tp = Xi-p,, (m) (18)

where Tp is a statistical significance threshold, which can be
obtained by checking the y?2 distribution table. Py is the
required false alarm rate, and Pyy = 1 — a, where a is the
tail probability and p{y2(m) > y2(m)} = a [58]. If the chi-
square test value is larger than Tp, the measurement will be
treated as an outlier.

However, well-designed GNSS spoofing attack schemes can
make full use of the inherent defects of the MSF system
so that the defensive measures may ignore these GNSS
spoofing attack schemes. A state-of-the-art GNSS spoofing
attack scheme is shown in Fig. 2. In order to facilitate the
quantification of the spoofing attack model, the assumptions
listed below are made. We follow the implementation and the
assumptions made by [9].

1) The GNSS attackers can detect the vehicle’s true posi-

tion and velocity information in real time.

2) The GNSS attackers can deceive the GNSS signals and

completely replace the original GNSS signals of the
victim.
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3) GNSS spoofing attacks are implemented when the vehi-
cle travels straight ahead at a constant velocity.

4) The maximum attack time that a spoofer can perform a
GNSS spoofing attack is limited.

5) The spoofing activity is consistent with a false posi-
tion, and the spoofer model is a trans-receiver spoofer
model [59].

Assume that the maximum number of GNSS epochs that

the attackers can implement is

Spoof Spoof
max = Tmix - fG (19)
where fc is the GNSS update frequency and opoofed

the maximum attack time. Generally, the GNSS spoofing
behavior is given a fixed deviation Aﬁ?’Sp oofed, Therefore,
the implementation of a deceived GNSS sequence (the first to

the jth epoch) can be given as

{Aﬁ?’SPOOfed, Aﬁg’SPOOfed, o Ai;]q,Spoofed} L < kxsn%?(()f-
(20)
Then, the GNSS measurement value is spoofed and becomes
B =pf + AR T =12, and j <kl
21

where ﬁJG is the position information provided by the spoofing

attacker. pJG is the real position of the vehicle. Aﬁf’sm(’fed =

[AZ j AT j 017 is the attack value in the n-frame. Assume
that AX;(p) = [AX] (p) AX](p) 0] is the output devi-
ation of the MSF system due to the spoofing attack, where
AX);- (p) is the lateral deviation expected to be generated after
the spoofing attack and Ai; (p) is the vertical deviation.
The spoofing attack scheme is divided into two stages.
Stage-1 is the constant value attack, and the purpose is to find
the vulnerable period of the MSF system, that is, the LiDAR
positioning reliability is low, and the GNSS positioning relia-
bility is high. In this stage, the constant attack parameter is

d— Hcﬁ ) Aﬁj ,Spoofed

.. HAX); (») H < Diy (22)
where d is the constant value parameter of the attacker. C is
the direction cosine matrix from n-frame to b-frame. | o] is
the process of modular arithmetic. D1 is the threshold of
Stage-1. The purpose of Stage-1 is to find the vulnerable
period of the MSF system, and we calculate Dy, via the
width of the lane line and the vehicle’s width
D L-C
th-1 = B
where L represents the width of the lane and C represents the
width of the vehicle. When the lateral deviation exceeds D1,
as shown in Fig. 3, the vehicle will hit the lane line under
the GNSS spoofing attack. Thus, when the lateral deviation
exceeds Dy.1, the spoofing attack will enter Stage-2, which
is an exponential value attack scheme. It means that the
vulnerability period is found, and the attacker can perform an

(23)

Stage-1 Stage-2

Fig. 3. Diagram for threshold calculation of Di,.1 and Dy,.o.

exponential spoofing attack, triggering the take-over effect [9]
and quickly completing the spoofing process

d- fr — H Cz . Aﬁjq,Spoofed

st [a%; ()| > Du 24)

where f is the exponential value parameter of the attacker.
7 is the exponential value attack epoch. If the lateral deviation
exceeds the threshold D2, the spoofing attack is successful

[A%] (9] = Dura. (25)

Then, the exponential spoofing attack has created a risk that
the vehicle will drive out of the entire lane. Finally, we also
calculate Dy, via the width of the lane line and the vehicle’s
width

D1 = ——. (26)

2

The principle of a state-of-the-art GNSS spoofing attack
scheme is to maximize the lateral deviation of the vehicle and
find the corresponding parameters d and f while satisfying the
basic conditions. The deviation generated each time cannot
be detected by the chi-square test. The deception time in
the actual process is limited under the condition of a finite
spoofing sequence

(@, 1 = M{[a%; )|

2 2
s.t. Xj < XThreshold

. Spoof
st j < ks

27)

where M {e} is the calculative process to find the parameters d
and f when the lateral deviation is maximal, XJZ is the
jth epoch value of the chi-square test, and y3 .o iS the
threshold value of the chi-square test.

[1l. ANALYTIC MODEL OF STANDARD KF CONSIDERING
UPDATE FREQUENCY UNDER A GNSS
SPOOFING ATTACK

To discover the main contributing factors to the state error
through a detailed KF derivation process, other than the tuning
of Q and R, this article takes one more step to consider the
impact caused by different sensors’ update frequency. In the
GNSS/LiDAR/INS MSF framework, the sensors’ update fre-
quency is generally different, as shown in Fig. 4. For example,
the GNSS update frequency fg is 1 or 5 Hz, the LiDAR update
frequency fr is 5 or 10 Hz, the INS update frequency f
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One update cycle under the 1st GNSS no spoofing attack, the measured value of GNSS position
- spoofing attack . . . G . .
oo ku=filf, information is p It Then, the relationship between the two
sINS F—1 111 1111 - values is satisfied
— ~G G ~G,Spoofed
T p; =p; + Ap; (32)
k=1l
I 16 =JilJG I I »
A A ~G,Spoofed 7 1 T . .
k=111, ; ; where AP P = [AL; AZ; 0] is the increment of the
Spoofed signal —=e-o S RN b ’ spoofing position added to the real GNSS signal and j is
GNSS measurement I Spoofed signal INS propagation LiDAR measurement the Spooﬁng attack sequence, SO the relationship between the
update measurement update update update 2

Fig. 4. KF update process considering sensors’ update frequency.

is 100, 200, or 400 Hz, and, in general, fc < fr < f;. For
convenience, the update frequency can be expressed as

ki =Jf1/fL (28a)
ki = JI1/fc (28b)
ki =JL/fG. (28¢)

The epoch bases on SINS, and there are some epochs of
GNSS updates and LiDAR updates. Moreover, our purpose
is to find the main contributing factors to positioning errors
under aggressive spoofing attacks rather than considering the
question of time synchronization. In fact, all the sensors are
synchronous before we perform the MSF algorithm, so we
assume that the measurements of GNSS, LiDAR, and INS are
fully synchronous in the process of mathematical derivation.

A. Error Analysis of GNSS Measurement Update
Process

Assume that the LIDAR measurement has just been updated
at epoch 0, and then, a GNSS signal exists at epoch 1. Accord-
ing to the KF recursive formula of the state propagation, the
state prediction values and the one-step covariance matrix can
be expressed as

Xl/O = (DI/OXO
Py = (Dl/oPofblT/o +Q

(29a)
(29b)
where @ /o is the initial state transition matrix. Pg is the initial
covariance matrix, which indicates the uncertainty of the initial

MSF state. If the GNSS signal is not spoofed, the measurement

update equation after the state update is
X] = XI/O + Ki(Z; — Hgﬁl/o) 30)

where the gain matrix and covariance matrix of the KF can
be expressed as

(31a)
(31b)

—1
K, = Py oHL (HGPl/oH(T; + RG)
P = (I- K Hg)P )9

where R is the measurement noise covariance matrix that
describes GNSS measurement values’ uncertainty. Assume
that the vehicle is running on the road, the motion state is
stable, and the system noise characteristics remain unchanged.
When the GNSS position information is spoofed, there will
be a positioning error, so the measurement value of GNSS
position information is f)'jG due to the attacker. If there is

spoofed measurement value Z; and the actual measurement
value Z; at epoch 1 is

Zy =17, + ApY P (33)
The deceived measurement update value is
X1 = X0 + KV (Z1 — Hs X1 )0). (34)

As we can see, the gain matrix and the covariance matrix
of the KF are identical. Then, the state error caused by GNSS
spoofing can be expressed as

AX| =X - X|. (35)
The state error after the GNSS spoofing can be further
obtained

G,Spoofed

AX; =K - AP, (36)

B. Error Analysis of IMU State Propagation Process

Due to GNSS having just been updated and the update
frequency of LiDAR being generally higher than the update
frequency of GNSS, there is no position measurement of
GNSS and LiDAR until epoch k;r. Therefore, there is only
a state propagation process with INS information in the KF.

The state prediction and the one-step covariance matrix can
be expressed as

iz/l = ®2/1)~(1
Py = (132/11’1(1)%/1 +Q.

(37a)
(37b)

Since there is no measurement update process, the final state
update result and the covariance matrix can be expressed as

X = Xo)1
P, =Pyy.

(38a)
(38b)

Then, the state recursive estimation results and the covari-
ance matrix before the update of LiDAR measurements are

ki

Xkio+1/kip = H Dyr1/y - Xy (39a)
n=1

Pii+1/k = Piyp+1/kp1 - Py, '(DI{,LH/k,L +Q (39

where 7 is the state propagation sequence. If there is no GNSS
spoofing attack, the covariance matrix is unchanged, and the
state recursive estimation results can be expressed as

kL

Xk +1/ki, = H DQpr1/n - Xi.
n=1

(40)
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The difference between the state update result AXj,, 11 kit
before and after the spoofing attack can be expressed as

A)(k11‘+1/k”‘ = XleJr]/le - Xk1L+1/k1L~ (41)

Therefore, the state error caused by the GNSS spoofing

attack can be expressed as

1973

AikIL'f‘l/kIL = H DQyi1/p - Ail'
n=1

(42)

Assuming that the vehicle is moving relatively smoothly, the
state can be regarded as constant in an INS update time, so the
system matrix can be assumed constant. Then, L e

Fo/fr) = @ijo,n=1,....kiL
o~ k ~
AXpp 17k = ((Dl/()) Lo AX 43)

SO

- Fo 18t
AXk[L+1/k[L ~ [I+ E:| - AXj. (44)

Expand the above equation binomially
S Fo Fo 2
— 1 2
AXyp 17k = |:I+Ck1L 'E—Fck”‘ . (E) + ...
k Fo\"* <
+Ck;f . (7) - AX]  (45)
1

where C,'zIL is the binomial coefficient, which can be expressed
as

k!
(e — (46)

Cc .
e gt Gk — !
Then, we simplify the results

AXipp sk = [T+ A1+ A2+ + Ay, |- AXy (47)

where
A, =C] [@T n=1,..., k. (48)
(R 7 I
The relation of A, can be further deduced
n
AA—" = % - Fo. (49)
=1 Cle
Calculate the maximum value of the above formula
max( Ay ) = (L — i) - Fo. (50)
Ay 2fL  2f1

Therefore, we ignore higher order terms, and the formula
is further simplified

Y F() ~
AXkypt1/ki ~ |:I+ C]lIL ’ Ei| - AX. (51)
Then, the final state error is
X Fo _
AXpyp+1/ky, & [I+ ﬁi| ‘K - AplG’SPOOfed. (52)

According to the specific form of Fy [30], the elements
of (Fo/fL) related to the position are much smaller than 1.

To facilitate subsequent analysis, we simplify the final state
error

~G,Spoofed
1 .

AXpyp11/k, ~ Ki - AP (53)

From the derivation results, it can be seen that, when the
IMU is working normally, the change of positioning error due
to the spoofing attack is very small, so the IMU has little effect
on the results of the positioning error through the state update
between the two LiDAR measurement values. This result is
consistent with the conclusion in [9], but it does not prove it
in theory. Therefore, this article has verified this conclusion
theoretically.

C. Error Analysis of LIDAR Measurement Update
Process

The subsequent position measurement is LiDAR at
epoch kjr. As the covariance matrix of state estimation
remains unchanged, the filter gain matrix K,{‘[L 41 value
remains unchanged in the measurement update process of
LiDAR position, and the measurement update equation can
be expressed as

~ ~ L ~
Xierp+1 = Xk 417k, + Kk1L+1 (Zle - HLXk1L+1/k1L) .
(54)

Theoretically, when there is no GNSS spoofing attack, the
measurement update result is

XleJrl = XleJrl/le + KI%,L+1 (Zle - HL)A(leJrl/le) .
(55)

The difference of state update results AXy,, 11 /k;,, before
and after the spoofing attack can be expressed

A)~(/<1L+1//’€1L: Xk1L+1/k1L - Xk1L+1/k1L~ (56)

Thus, the state update results at epoch k;p + 1 can be
obtained

Ay, 41 ~ (I - K,f,LHHL) NG (57)

where

—1
K1€1L+1 = Ple+1/kILH€ (HLPleJrl/leHz + RL) (58)

where R; is the measurement noise covariance matrix that
describes the uncertainty of LIDAR measurement values. From
the above formula, when the position result of the LiDAR is
still correct, the correction capability of the positioning error
caused by GNSS spoofing is mainly related to the filter gain
matrix of LiDAR. The filter gain matrix is mainly related to
the state covariance matrix and the measurement noise matrix
at this epoch

~G,Spoofed

AXi, 41 ~ (I - K,{‘ILHHL) KS . AP (59)

After the measurement update process of LiDAR, the
state propagation process is re-entered until the MSF system
receives the next LiDAR epoch, and then, the measurement
update is performed. Due to the low GNSS update frequency,
the cycle is repeated before the next GNSS epoch is received,
and there are k7 cycles.
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method [9] Epoch GNSS measurement update 5 O
1 Eq(30)-Eq(36) ’ AX, =K -Ap;™
Epoch GNSS measurement update ‘
1 A)”‘( - K(, .Aﬁ(f,.V]74:1:/('1/ E I . ~ ) )
| | | poc INS state propagation _ G A& G.Spoofed
—_— AX, =@, K/ -A
2 Eq(37)-Eq(38) 2= Tant OB
INS state propagation :
Epoch AXZ/\ — (I’MK:" .Aﬁ;f,x/v.yz‘/LrLI INS state propagation  , AX  ~[I+F K{; _A~(i.,\‘pua/uzl
5 Eq(39)-Eq(53) K+ ki [ n/f/.] 1 AP
Epoch ‘ ‘
LiDAR measurement update ki+1
S e e e e e L et ] LiDAR measurement update X ~(1-K* G | ApG-poofed
| AX, = (I-K{H,)®, K} AR Eq(54)-Eq(59) ° — A%, =1 KA,,:IHL)K! Ap,
: K:;:PUOH(I}(HUP!'UH(C+RU)7I 1 5 I___________'_ __________ 1
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: P - q,"' P 'd(,u "+'Q' LR Epoch LiDAR measurement update 18X, (l (K*m"') ( Kyl )K, Ap; :
B, e Eq(60)-Eq(61) T KU =P H{(HPH] R, ,
N a . 1 KlﬁIZP/{-IAHII(H/Pk-lkH}+Ry’)] 1
Main contributing factors: Main contributing factors: 1 P, =®,P0" +Q 1
> Uncertainty of LIDAR: R, ! k’ B :
» Uncertainty of LiDAR: R, » Uncertainty of initial MSF state: P, : = il |
> Uncertainty of initial MSF state: P, > Uncertainty of GNSS: R, kg = 1,/ |

Update frequency of sensors: |

Fig. 5. Comparison between a traditional analytical model [9] and the proposed analytical model considering sensors’ update frequency.

There are only the measurement update process of LiDAR
and the state propagation process of INS. If the vehicle is rel-
atively stable, the system noise characteristics are unchanged.
From epoch 1 to epoch kg + 1, we assume that the state noise
and measurement noise change little. Therefore, before the
next GNSS epoch comes at epoch k;g+1, the positioning error
caused by the GNSS spoofing can be approximately simplified
as follows:

AXpypi1 ~ (I - K,£,G+1HL) . (I - K,f,L+2HL)
~G,Spoofed

’ (I - K]€1L+1HL) ch ) Apl (60)
where
-1
K{ = P, oHG (HGPI JoHG + Rc) (61a)
L T T -1
Kii1 = Pry1/iHy (HLPk+1/kHL + RL) (61b)

D. Analysis Comparing to the Existing Analytical Model

In one GNSS spoofing attack cycle, we derive the state
propagation process and the measurement update process of
the standard KF. To make the analysis clear, we compare the
analytical method proposed in this article and the traditional
method [9], and summarize the actual filter process and the
state error due to the GNSS spoofing attack. The results are
shown in Fig. 5.

On the one hand, the state error caused by the GNSS

attack is related to the attack intensity Aﬁ?’SPOOfed and attack

time T (the next GNSS spoofing attack can be accumulated
on the current positioning error, so the final spoofed distance
is also related to the time when the attacker can perform
GNSS spoofing) of the attacker. On the other hand, for the
MSF system, through the traditional analysis method, the state
error AXy,;+1 caused by the attacker is mainly related to
LiDAR uncertainty Ry and initial MSF state uncertainty P
in one GNSS spoofing attack cycle [9]. Through the analytical

method proposed in this article, the state error A)~(k,G+1 caused
by the attacker is not only related to the above two factors but
also related to GNSS uncertainty Rg and the sensors’ update
frequency f.

However, it is still not explicit how the main contributing
factors affect the final integrated solution under the spoof-
ing attack. For example, the larger the uncertainty Ry, and
uncertainty Rg means the better immunity against spoofing
attack. In addition, how does the different update rate of
measurements affect the immunity? To answer these questions,
we further derive the analytical model in a form of the
information filer to avoid the complex inverse derivation in
the KF. Moreover, it should be noted that the analytic model
of standard KF considering update frequency under a GNSS
spoofing attack is the basis for the following.

IV. ANALYTIC MODEL OF INFORMATION FILTER
UNDER A GNSS SPOOFING ATTACK

To make the relationship between the positioning error
caused by spoofing attack and the factors of Ry, Rg, Pg, and f
more explicit, we first ignore the INS state update process in
the MSF system. As described in Section III-D, the INS state
update process has little impact on positioning error caused by
the GNSS spoofing, which has been explained in Section III-B
and [9]. Therefore, we ignore this process in the MSF system,
and the sequent derivation is given in Section IV-1. Second,
in view of the complicated measurement update process in
the standard KF, we re-establish an analytical model using an
information filter [60], avoiding the complex inverse process in
the standard measurement update process, which is introduced
in Section I'V-B.

A. Error Analysis of GNSS Information Update Process
Similar to Section III-A, we also assume that the LiDAR

measurement information has just been updated at epoch 0,

and then, a GNSS signal exists at epoch 1. According to the
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information filter process, the information vector prediction Then, the state error can be expressed as
value and the one-step information matrix can be expressed 1
X ~ Tp-1 Tp—1 A =<G,Spoofed
as AXpp+1~ |\ I+ H; R Hz ) H R Ap, . (73)

11—/10 = @1,0Po®{ )+ Q (62a)

Si/0 = Ii,0X1)0. (62b)
Then, the information matrix can be expressed as

I =10+ H R;'H;. (63)

The spoofed information vector update equation and the
actual information vector update equation are

§1 = S]/() + H{Ra‘il
S1 = S1/() + H{Rglil.

(64a)
(64b)

As we can see, the information matrix Sl 0 of the infor-
mation filter is identical. Then, the information vector error
caused by the GNSS spoofing attack can be expressed as

AS; =HIR;'AZ, (65)

where AS| = I; AX;, AZ; = Aﬁ?’SPOOfed, and then, the state

error after the GNSS spoofing can be further obtained

AX; =17 H]RG AR5, (66)

B. Error Analysis of LIDAR Information Update Process

Since the LiDAR update frequency f7 is greater than the
GNSS update frequency f; in general, the following position
measurement information is LiDAR at epoch k;;. Based on
the above analysis, we ignore the INS status update process
in the MSF system, so there is little change in the information
vector error and the information matrix

A§k1L+1/k1L 7 A§1 (67a)

Lepvi/e, =~ 1n (67b)
The information update equation can be expressed as

(68a)
(68b)

§le+1 = §1<1L+1//<1L + HZTRZIZleH
Lo+ = Ly t1/k0 +HgRIle2'

Theoretically, when there is no GNSS spoofing attack, the
information update equation is

SkIL—H = Sk[L—I—l/kIL + HgRZIZkIL—I—L (69)

The difference between the information vector before and
after the GNSS spoofing attack can be expressed

A§k1L+1 = AAS’leJrl/le' (70)

Because ASy;; +1/k, =~ ASp and Ly, 11/x,, =~ Ii, the
information vector error and the information matrix can be
simplified

ASy,, 11 ~ AS) (71a)
Ly, +1 ~ I + HIR, 'Hy. (71b)

Further derivation can be obtained
A)’Zk[L+1 ~ Ik_illku—l—l/k”‘ AX/([[;H//{][; (72)

From the above formula, when the position results of
the LiDAR are still correct, the correction capability of the
positioning error caused by GNSS spoofing is mainly related
to the filter information matrix at this epoch and the initial
information matrix 1.

Theoretically, after the information update process of
LiDAR, the state update process is re-entered until the MSF
system receives the next LIDAR epoch, and then, the measure-
ment update is performed. However, we ignore the state update
process during this analysis process when the MSF system
receives the following LiDAR values at epoch 2k;7 + 1. Then,
the difference between the information vector error before and
after the GNSS spoofing attack can be expressed

(74a)
(74b)

AS'2k114—|—1 = AS'1€11‘+1/le
Ly +1 = Ik1L+1/k1L —i—Hngle

where Ii;, +1/k,, ~ Iiyp+1 and ASp, v1/k, & ASky+1.
Then, further derivation can be obtained

ASoi,, 41 ~ AS) (75a)
Li,+1 ~ i +2-HIR, 'Hy. (75b)
The state error can be expressed as
~ -1
Aoty 41 ~ (11 +2.HY R;‘Hz) HI R ApYSPoored
(76)

Due to the low GNSS update frequency, the information
update process of LiDAR is repeated before the next GNSS
epoch is received, and there are k7 g cycles. There are only the
measurement update process of LiDAR and the state update
process of INS. If the vehicle is relatively stable, the system
noise characteristics are unchanged. From epoch 1 to epoch
kg —+1, the state noise and the measurement noise are changed
little. Therefore, before the next GNSS epoch comes at epoch
krg + 1, the information vector error changes little so that it
can be approximately simplified as

ASko1+1 & AS) (77a)
Lo+l ~ I + kg - HIR, 'Hy. (77b)
Because AS; = HlTREIA’ﬁlG’SPOOfed and AXp 11 =

Il:;l; i ASy, then the state error caused by the GNSS spoofing
attack can be approximately simplified as

~ —1
AR+t~ (L +keo - HIR;'Hy)  HIRG!AB] 9,

(78)

C. Analysis

We summarize the actual filter process and the state errors
due to the GNSS spoofing attack, as shown in Fig. 5. By com-
paring Figs. 5 and 6, although the information filter is essen-
tially the same as the standard KF, it is more intuitive in the
expression form of measurement information update.
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Information filter process

Epoch GNSS measurement update
1 Eq(63)-Eq(66)

Information vector errors
AS, =H!.R'AZ,
IL=1,+ HZ;R;;]H(;

State errors

& _ y-lay7 -1 A =G,Spoofed
— AX, =1, H;R; Ap,

= = o - Tyl L T -1 A =G, Spoofed

Epoch LiDAR measurement update Ask,ﬁl ~ AS, — AX, & (I] +HLRL.HL) HGR; Ap,
ky+1 Eq(67)-Eq(73) Ik,,+] ~1,+ H;:RZIHL . s 1
: : : 1K, = (L +k HIRGH, ) HER AR
H 5 % I, =I|/0+H(I;R(_;IH(; 1

Epoch LIDAR measurement update AS R AS 1 o G

e+ Eq(74)-Eq(78) % 1% B'R'E Lo =@, Pi@j, +Q !
kgl T 1 LG L™™L L L k:(; = /1 lI?AR//(i.V.\'.\' 1

Main contributing factors:
> Uncertainty of LIDAR: R*
I > Uncertainty of initial MSF state: P,

1
> Uncertainty of GNSS: R :
> Update frequency ratio between LiDAR and GNSS: k. |

Fig. 6. Information filter update process and state error of the analytical method considering sensors’ update frequency.

For the MSF system, through the analytical model based on
the information filter, the state error Aik10+ 1 caused by the
attacker is not only mainly related to LiDAR uncertainty Ry,
initial MSF state uncertainty Py, and GNSS uncertainty Rg but
also related to the update frequency ratio kz g between LiDAR
and GNSS. Different from the results obtained by the standard
KF process, the form of the state error is obviously simpler
by means of the simplified analytical model proposed in this
chapter. From the final state error formula due to the GNSS
spoofing attack in one GNSS update cycle, we can easily
analyze the relationship between these essential parameters
and the state error.

1) The state error is positively correlated with Ry and Py.
That is to say, the smaller R; and Py, the smaller the
state error caused by the GNSS spoofing attack.

2) The state error is negatively correlated with R and k7 g,
which means the larger Rg and kg, the smaller the
state error caused by the GNSS spoofing attack.

V. EXPERIMENT
Since the parameters R; and Py have been proven to be
related to the positioning error under a GNSS spoofing attack
in [9], this article focuses on the influence of GNSS uncer-
tainty Rg and update frequency ratio kpc between LiDAR
and GNSS.

A. Setup
The KAIST Complex Urban dataset [61] is selected to
verify the theoretical analysis results. The KAIST dataset
covers various types of urban scenarios and contains various
navigation sensors of different types and accuracies. According
to the theoretical analysis results in this article, the data are
selected under the following conditions to ensure the success
rate of GNSS spoofing attacks.
1) Relatively open scenes with good GNSS signals (low
GNSS uncertainty).
2) Relatively limited feature points on both sides of
the lane, with medium LiDAR localization accuracy
(medium LiDAR uncertainty). If there are no feature

(b)

Fig. 7. (a) Real-world view of urban-07 in the KAIST dataset.
(b) NDT matching results of Autoware. (c) Dataset positioning results
before spoofing attacks based on the GNSS/IMU/LIDAR MSF algorithm.

points on both sides, LIDAR may not be able to get
matching results, which will lead to a complete failure
of LiDAR.

According to the conditions, the initial phase of the dataset
in the KAIST urban-07 is selected for the actual data process-
ing, which has good GNSS signals and limited feature points
on both sides of the lane, and the real-world view of this
scenario is shown in Fig. 7(a). As the high-precision maps
are not provided in the KAIST dataset, this article builds
the LiDAR point cloud maps through the localization module
in Autoware [62]. The mapping and matching results are
shown in Fig. 7(b) using the method of normal-distributions’
transform (NDT) [31].

In the dataset of the KAIST urban-07, the vehicle starts
from a standstill and runs eastward in the direction of the
lane from 5 s. The specifications of the relevant sensors can
be found in the literature [61]. In the MSF algorithm, we per-
formed a time alignment between the different navigation sen-
sors and initial attitude alignment, so there is no time and space
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Fig. 8. Optimal spoofing parameters dand fof a successful attack under different og,’s and k; g's. (a) GNSS uncertainty and (b) update frequency
ratio. Note that the Y-axis positioning noise STD o), of LIDAR is set as 2 m because of the medium LiDAR localization accuracy.

asynchronous problem in the result of the MSF system. In par- is introduced in Section II-B. In order to make the simulation
ticular, the update frequencies of GNSS, LiDAR, and IMU conditions consistent, the spoofing value is unchanged in 1 s.
are 5, 10, and 100 Hz, respectively. We can change the update In addition, we follow the fusion ripper to calculate the
frequency (the update frequency of GNSS is 5 or 1 Hz, and the thresholds, which are generally calculated by vehicle width
update frequency of LiDAR is 10 or 5 Hz) by downsampling and lane width [9]. For the vehicle’s width, we use the
in order to verify the impact of k7 g, which are 1, 2, 5 and 10 width of the reference car, the Lincoln MKZ [63]. For the
through different combinations. In this section, we set the lane’s width, we refer to the design guidelines [64] pub-
update frequencies of GNSS and LiDAR are changed as lished by the U.S. Department of Transportation Federal Hig-
1 and 5 Hz, respectively. Then, the GNSS, LiDAR, and IMU hway Administration. Hence, L = 3.6 m, and C = 2.11 m;
data in the dataset are used to achieve MSF localization via then, we can calculate Dy,.; and Dy.o, which are set to
the loosely coupled KF. The final positioning results in the 0.745 and 2.855 m, respectively. When the lateral deviation
world coordinate system before spoofing attacks are shown exceeds Dy, the constant value attack scheme turns to the
in Fig. 7(c). exponential value attack scheme. When the lateral deviation
exceeds Do, the attack is successful. The thresholds will
not be frequently triggered in normal conditions due to the
high-precious positioning results of the MSF systems.

Fig. 8 shows the optimal spoofing parameters d and f
that can be found within the attack window under different
R¢’s and kp¢’s. The horizontal axis represents oy, which is
between 0.1 and 4 m, and the vertical axis represents kg,
which are 1, 2, 5, and 10, respectively. The “0” value means
that no parameter can be found to make the maximum lateral
deviation exceed 2.855 m, so the MSF system cannot be
spoofed successfully in this condition. The blue parts represent
the MSF system in dangerous scenes where oG, and k¢
are smaller, so spoofing parameters can be found to perform
successful attacks. The white parts represent the MSF system

B. Perform Spoofing Attacks Under Different Rg’s
and ki g’s

Under the chi-square test, persistent spoofing attacks are
performed. At first, we need to find the optimal spoofing
parameters d and f that can maximize the lateral deviation
within the attack window. If the parameters are too smaller,
the spoofing time will be longer, and if the parameters are too
larger, the attack will be easily detected by the MSF system.
Therefore, we set d within the range from 0.3 to 1.5 m,
and f is changeable from 1.1 to 1.5, which is based on the
literature [9]. The optimal parameters will be found by an
enumeration method under different Rg’s and k7 g’s

aé 0 0 in safe scenes where oGy and kg are too large at the same
X .
Rg=| 0 0(2;y 0 (79) time, S0 no pargmeter can be fpund to perform a successful
2 attack in a continuous attack window.
0 0 oG,

Our purpose is to find the largest spoof parameters d and f,
where oGy, oGy, and oG, are the 3-D positioning noise which can cause a larger deviation and a shorter successful
standard deviations (STDs) of GNSS. We will start a GNSS  time. However, too larger d and f may cause a deviation that
malicious spoofing attack in the latitude direction (which is the exceeds the threshold of the chi-square test, so the spoofed
northern direction in this dataset) at the 20 s, so the change of GNSS measurements will be treated as outliers by the MSF
oGy represents the change of Rg, then set the spoofing attack  system. Therefore, four successful spoofing scenes are selected
window as 10 s, and perform a sustained GNSS spoofing attack  to study in detail, marked red in Fig. 8. The cases are analyzed
using the method of maximizing the lateral deviation, which how the chi-square test restricts the spoofing attack and also
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TABLE |
MAXIMUM LATERAL DEVIATION OF DIFFERENT K| G'S AND 0),/’S.
THE MARKED BOLD ARE THE MAXIMUM LATERAL DEVIATION
THAT WE NEED TO FIND THAT CAN BE ACHIEVED AND
THE CORRESPONDING COMBINATION OF ATTACK
PARAMETERS UNDER THE SAME kg AND oy

krc and ogy Maximum Lateral  f d
Deviation (m)

3.58 1.1 15

6.35 12 14

(a) krg=1, O'Gy=2.4m 6.37 13 07
5.35 14 03

4.60 1.1 15

8.07 12 1.1

(b) kpg=2, ogy=1.2m 8.18 1.3 08
4.31 14 0.7

8.13 1.5 07

3.92 .1 15

10.85 1.2 09

(¢) kLg=5, 0Gy=0.8m 4.22 13 05
0.94 14 03

0.94 1.5 03

2.40 1.1 15

3.18 1.2 15

(d) k}LG=10, O'Gy=0.6m 3.08 1.3 1.4
2.56 14 13

2.84 1.5 13

explains how the well-planned attack scheme performs a
successful attack using the vulnerability of the chi-square test.
In order to facilitate statistics, in the four cases, we change
the parameter f from 1.1 to 1.5 and find the largest d, which
can cause the largest lateral deviation, that is, the parameters
exceeding the largest d will be detected by the chi-square test.
The results are shown in Table I and Fig. 9.

From the results, although LiDAR will correct the posi-
tioning results between two GNSS epochs, the deviation will
gradually increase with the continuous spoofing attack, but the
changes of the horizontal deviations are different in the four
cases. It is worth noting the following.

1) We have no statistics when f = 1.5 in Fig. 9(a) because
all d will be detected by the chi-square test that we
cannot perform a successful spoof in this condition, so it
is not that the larger the parameters, the better the attack
result.

2) Some parameter combinations in Fig. 9(b) and (c) will
trigger the take-over effect [9], that is, the correct LIDAR
positioning results are regarded as outliers by the chi-
square test, which causes the MSF system to completely
believe the measurements of the spoofed GNSS, making
the positioning results quickly diverged.

3) Fig. 9(d) is a critical scene in which very few results
can exceed the threshold. Although we can perform
successful attacks, there are very few attack parameters
that can be found due to the chi-square test, so it is
difficult to perform a successful attack in this scene.
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Fig. 9. Lateral deviation of different k; g's and ogy’s under a GNSS
spoofing attack within the 10-s attack window. (a) oG, = 2.4 m and
kig =1, where fy =5Hzand fg = 5Hz. (b) oGy =1.2mand k g = 2,
where f = 10 Hz and fg = 5 Hz. (¢) oGy = 0.8 m and k; g = 5, where
fy = 5Hz and fg = 1 Hz. (d) gy, = 0.6 m and k g = 10, where
fi =10 Hzand fg = 1 Hz.

On the one hand, due to the restrictions of the chi-square
test, the maximum value of d that can be found will decrease
as the increase of f, so the maximum deviation that an attack
can achieve will be limited. On the other hand, for some slowly
changed spoofing schemes, the positioning errors are gradually
increasing, so it is difficult to detect via the chi-square test,
which is commonly used in many MSF systems. Worse still,
the correct positioning results may be regarded as outliers by
the chi-square test, such as the take-over effect, so it provides
opportunities for these well-designed attack schemes.

C. Attack Effectiveness Under Different Rg's and ki g’s

In this section, we mainly verify the attack effectiveness
under different Rg’s and k1, s with the corresponding optimal
spoofing parameters d and f from two aspects: the maxi-
mum lateral deviation and the minimum time of a successful
spoofing attack. The real data processing results are shown
in Figs. 10 and 11.

From the results, when kg is a fixed value, the larger
the ogy, the smaller the lateral deviations, and the larger
the minimum time of a successful spoofing attack, which
means the lower the spoofing success rate. This is because,
when the GNSS uncertainty is larger, the MSF system trusts
it less, and the MSF system trusts the LIDAR measurement
values more, so GNSS has less influence on the output of
the MSF system. Therefore, the results are consistent with the
theoretical analysis in Sections III-D and IV-C.

Similarly, when og, is a fixed value, the larger the krg,
the smaller the lateral deviations, and the larger the minimum
time of a successful spoofing attack, which means the lower
the spoofing success rate. This is because, when the update
frequency of LiDAR is higher than that of GNSS, there are
more LiDAR measurement values between two GNSS signals
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Fig. 11. Minimum successful time for reaching the required deviation of
2.855 m under a GNSS spoofing attack.

to correct the deviation caused by the attack, thus increasing
the difficulty of the attack and reducing the probability of a
successful spoofing attack. Therefore, the experiment results
in this section validate the analyses in Sections III and IV.

VI. DISCUSSION

As we can see in Section V, a successful spoofing attack
can cause more than ten meters of lateral deviation within a
10-s attack window. However, the width of the lane line is
usually only a few meters, so the position deviation of the
MSF system greatly increases the safety risk of the vehicle in
the field of automatic driving. Under such elaborate spoofing
attacks, the vehicle is likely to be out of the driveway or
hit the vehicle on the opposite side, causing severe traffic
accidents. In essence, attackers can find some scenes, when
the uncertainty of LiDAR is larger, and the uncertainty of
GNSS is smaller, and then perform quick attacks to achieve a
high spoofing success rate. Therefore, from the perspective of

the victim, in order to avoid being successfully spoofed, some
schemes can be considered from the following points.

1) Improve the performance and update frequency of
LiDAR (decrease R; and increase k), and maintain
vigilance when driving into scenarios and environments
where the LiDAR is performing too bad.

2) Improve the KF model (decrease Pg) and the monitoring
efficiency of the GNSS spoofing attack (increase Rg).

VIl. CONCLUSION

This article introduces a GNSS spoofing attack scheme
and develops an analytical model considering the impact
of different sensors’ update frequency based on a loosely
coupled GNSS/LiDAR/INS KF model. With this model, the
error mechanism of GNSS spoofing behavior is analyzed in
detail, and the main contributing factors to the positioning
error are found, including the uncertainty of the initial MSF
state, the uncertainty of LiDAR, the uncertainty of GNSS,
and the update frequency of different sensors. Then, the filter
model is appropriately simplified by ignoring inconsequential
parameters, and the analytical model is re-established using
the information filter. We discover that the update frequency
ratio between LiDAR and GNSS is also a primary contributing
factor related to the positioning error under the spoofing
attack. We perform real trace world data experiments to verify
the theoretical analysis results. In our experiments, when
the update frequency ratio between GNSS and LiDAR is 1,
2, 5, and 10, the STD of GNSS is smaller than 4, 2.7,
1.1, and 0.7 m, respectively, and a successful spoof can be
performed within a 10-s attack window. It should be noted
that a successful spoofing attack may cause more than 10-m
lateral deviations, which may cause severe traffic accidents.
Finally, we give suggestions for anti-GNSS spoofing design.
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